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1 INTRODUCTION

1.1 Purpose

This document is a guide for deploying IMS on 1IS 7 or higher. The web applications require version
4.0.30319 of the .NET framework.

1.2 Scope
1.3 Definitions, Acronyms and Abbreviations
1.4 References

This tutorial requires the CrossraillMS.zip file containing the installs for the web app and service.

2 INSTALLATION GUIDE

2.1 Preparation

2.2 Install package

Unzip InnovationIMS.zip File (including all theweb files and folders) to a temporary location on a
local drive. There should be four unzipped folders under the root CrossraillMS folder:

CrossraillMS\CrossraillMS

CrossraillMS\DataGatewayService

CrossraillMS\DBScripts

CrossraillMS\ImportinnovationService

Create the following folder on the target remote web server:

D:\SBASSites\CrossraillMS - this one will be used during the installation steps.

Copy the following unzipped local folders to this new target folder on the remote web server:
CrassraillMS\CrossraillMS

CrossraillMS\DataGatewayService
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. fdc2vshrws002 - Remote Desktop Connection

E_Server Manager

File Action Wiew Help

- Computer + Data (D:) = SBA Sites = CrossraillMs ~ - lmll Search CrossrailMs

Organize Includeinlibrary v Sharewith v Wew Folder = - E;l @.

& Music Al e - Date modified |Type Size | |
[ Pickures b
8 videos CrossraillMs 12/04j2013 12:57 Fille folder

DataGatewayService 12/04/2013 12:57 File: folder

= 18 Computer
&, Lacal Disk (C1)

g Data (D)
. Backups
. instpub

=]

. 5BA Sites
ilTMs
CrossraillMs
. bin
. Contents
¢ Wigws
Bl | DataGatewayService

m

App_Data
. bin

| OT_UaT
a Pagefie (1)
& Con DEYYL7I0DG156
¥ D on DEWYL7 1005136
¥ Fon DEVYL7I008186
¥ H on DEWYL7I00S136 ﬂ

2 items

4 | |
Content View

E:

maxEyTesFerread="40960" maxNameTahlecharcount="163840" />
<security mode="Hone":>
<transport clientCredentialType="None" proxyCredentialType="Nona"

realm= >
<message clientcredentialType="UserMame"” algorithmsuite="pefault" />
</securitys
</binding>

</basicHttpeinding>
PP PN

T

There should now be 2 folders under D:\SBA Sites\CrossraillMS on the remote web server:

e CrossraillMS
e DefaultGatewayService

Create database and tables
This step assumes that SQL Server 2008 R2 is installed on the target remote database server.

Open SQL Server Management Studio connecting to the target database and create a database
named: “CrossraillMS”

Under the local DBScripts folder (see step 2.2), open InnovationIMS_Script.sql file in a SQL Server
Management Studio query window.

Notes: A new administrator is required at the bottom of the SQL script. Please amend the exiting
INSERT statement to insert a person who is in Crossrail Active Directory.
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INSERT [User] ([UserName], [RoleId], [IsDisabled], [FullName]) VALUES (
N'your-AD-account', 1, 0, N'your-full-name')

e your-AD-account : replace by your exact Active Directory account
e your-full-name : replace by your full name

Execute this script to create tables and master data.

A new SQL user account is also required in order for the web app and service to communicate with
the target database. This can be created with the following SQL:

CREATE LOGIN [IMSAppUser] WITH PASSWORD=N'Passwordl23',

DEFAULT DATABASE=[CrossrailIMS], DEFAULT LANGUAGE=[us english],
CHECK_EXPIRATION=OFF, CHECK POLICY=ON

GO

ALTER LOGIN [IMSAppUser] DISABLE
GO

Enable the new account. This is the SQL account that will be used in the web.config connection
strings. Add the new user account to the CrossraillMS'database with db_owner role membership.

24 Create Application pools
F ™
Add Application Pool P R

MNarme:

DataGateway

MET Framework version:

[.NET Framework v4.0.30319 v]

Managed pipeline mode:

’Integrated - ]

Start application pool immediately

| ook || Concel |

Create the following two application pools on the target remote web server (.NET framework 4.0):
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- DataGateway
- CrossraillMS

Ensure that these pools run under an account that has all the required permissions required to make LDAP
qgueries. The NetworkService account has been used on the staging environment.
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25 Setup DataGatewayService application

Open IIS Manger, right click on “Default Web Site”, select Add Application

-85 HCM-5D-0846-LT (HARVEYNASH\trihua)

: Filts
i [} Application Pools
: x <
a- | Sites AS
» &%) Default Web Site
) Explore
Edit Permissions... utl
£ Add Application...
w1 Add Virtual Directory...
Cor
Edit Bindings... 5
Manage Web Site v oIS
f3  Refresh
K Remove
.:” Install Application From Gallery
Rename é
2 Switch to Content View H
TT Mz

Input the Alias name: “DataGateway”, select application pool: “DataGateway” and browse the “Physical
path” to

“D:\SBA Sites\CrossraillMS\DataGatewayService”. For example:
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F — ™
TR S N T
pplication - pr—

Site name:  Default Web Site
Path: f

Alias: Application pool:

DataGateway DataGateway

Example: sales

Bhysical path:
ChCrossraillM5\DataGatewayservice

Pass-through authentication

I Connect as... l I Test Settings...

Click OK to complete.

2.6 Setup CrossraillMS application

Open IS Manger, right click on “Sites”, select “Add Web Site”

Input the site name: “CrossraillMS”, select application pool: “CrossraillMS” and browse the “Physical path”

to “D:\SBA Sites\CrossraillMS\CrossraillMS” .«For example
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s B
Add Application ; x _- - |2 S|

Site name:  Default Web Site
Path: f

Alias: Application pool:

| CrossraillMs CrossraillMs

Example: sales

Bhysical path: 1
C\CrossrailMS\CrossraillMS E]

Pass-through authentication

I Connect as... l I Test Settings...

Ok ] ’ Cancel

E — _

Click OK to complete.

Right click on the newly created CrossraillMS web site within the 1IS Manager and select “Edit Bindings”.
Click on “Add”.

Edit Site Binding E
Tvpe: IP address: Port;
Ihttp j I.ﬁ.ll Unassigned j IEH:I
Hosk name:

Istg-innwatiunmanagement.cru:ussrail.u:u:u.uk

Example: vy, contoso.com or markeking. contoso, com

K, | Cance| I

Add the host'hame depending on the target environment for the install. Click OK.

2.7 Setup Import Innovation service

Copy the setup.exe file from the local unzipped ImportinnovationService folder to a temporary location on
the remote target web server. Run setup.exe to install. The setup program will request a folder location to
install the service.

Key-in the folder name: “C:\Program Files\Crossrail\Crossrail.IMS.Importinnovation”
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(It may be C:\Program Files (x86)\Crossrail\Crossrail.IMS.Importinnovation if your system runs 64 bit

system operation)

Select the Everyone Radio button.

-
ﬁ Crossrail IMS Importinnovation. Installation CHn—n

i

Select Installation Folder l_‘l __

The ingtaller will install Crogsrail IS [mparti nnotation nstallation bo the fallowing folder.

Toinztall in this folder, click "Mext”. Taoinstall to a different folder, enter it below or click “Browse"'.

Enlder:

:%Program FilesCrozsrailsCroszrail 1M 5. rmport nnosation [ Browse. ..

[ Disk Cost..

Install Crossrail IMS ImpartInnovation. Installation for yourself, or for amyone who uses this

computer:
@ Ewverpone
71 Just me
Cancel ] [ < Back ] [ M et »
e RS ™ s E
Click Next
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-
ﬁ CrossrailIM S.Impnrﬂnn-u'.ration.[nstallarljon‘_ I

Confirm Installation [_‘I _

The inztaller iz ready to install Crozzrail IMS . Importinnovation. Installation on pour computer.

Click "Mest" to start the installation.

Cancel ] [ ¢ Back ] [ M et

b T T

Click Next to install

- —
ﬁ CrossrailIMSImportnnovaticn.Installation i

Installing =l
Crossrail IMS . Importinnoyation.Installati... . T

Crozzrail |5 . Importl nnovation.  nstallation iz being installed.

Fleaze wait. ..
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Change the logon account that the service runs under. Double click on the service

(Crossrail.IMS.Innovation) in the local services window (Start>Administrative Tools>Services). Click on the

“Log On” tab and enter the account details for the service to run under. Typically this account is

SA_Appsagent (contact the small business team for password details).

| Crossrail.IMS.ImportInnovation Properties {Local Computer)
General LogOn | Fecover Dependenciesl

Lag on az

" Local System account

[T | Allow service bo interact with deskiop

Browse... |

| &+ This account:

1
PaSSWD[d: II......III.....

Eﬂnﬁrm passward: I---------------

Help me configure user account log on options.

o ]

Cancel Apply

Click on the “General” tab. Make:sure‘the Startup type is set to “Automatic”. Start the service only after all

other instructions in this.guide have been actioned.

Modify the configuration files

2.7.1. Data'Gateway

Open«the web:.config on the remote target web server under “D:\SBA

Sites\CrossraillMS\DataGatewayService”

The following config settings need to be changed:

Description

MainContext

Database connection string. This will depend on the environment of the

target install. On UAT the connection string is:
<add name="MainContext" providerName="System.Data.SqlClient" connectionString="Data
Source=FDC2PMSSQLO03\INST_01;Initial Catalog=CrossraillMS;uid=IMSAppUser;pwd=********1/s
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Make sure that the UID used is the same as the SQL account set up in step
2.3. Make sure that the PWD is the same as for the SQL account set up in
step 2.3.

2.7.2. CrossraillMS application

Open the web.config on the remote target web server under “D:\SBA Sites\CrossraillMS\CrossraillMS”.

The following config settings need to be changed:

Item Description

Domain The domain name of Active Directory in Crossrail (CRLAD)

ADMembershipGroupName | The AD security group name for the application
(AG_GS_InnovationManagement)

RelatedFilesPath The folder where contain the upload file (can be a shared folder). This
will depend on the target environment for the install. Refer to the
project manager for further details.

Address <client>
<endpoint address="http://localhost/DataCateway/DataCatewayService.sve"

binding="basicHttpBinding" bindingConfiguration="BasicHttpBinding IDataGatewayService"
(under system_serviceModel contract="DataGatewayService.IDataGatewayService" name="BasicEttpBinding IDataGatewayService" />
</client>

- client node)
Should be:

http://<your server ip address>/DataGateway/DataGatewayServic
€.sve

or

(if DataGateway and ImportinnovationService are on the same server)

http://localhost/DataGateway/DataGatewayService.svc

2.7.3. “Import Innovation service

Open Crossrail.IMS.Importinnovation.Hosting.exe.config under C:\Program Files
(x86)\Crossrail\Crossrail.IMS.Importinnovation on the remote target web server.

The following config settings need to be changed:

Description

Importinnovationinterval The interval for the service to poll the folder (in millisecond) for new
files.
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Import Time: “ Innovation ideas shall be imported at least every 10
(configurable ) minutes.”

In UC Crossrail_IMS_UC_01_Manage Innovation , Section 7.2 — BR-09

SMTPServer The SMTP server to send email. (smtp-apps.crlad.crossrail.co.uk)

SMTPPort The port of SMTP

UserName The user name to use SMTP

Password The password to use SMTP

SendFrom The from email address attach to the sent email

ContactEmail Indicate which email address will be received the message when
importing.

SendCC The CC person, the same email content with ContactEmail.

ServerNameRunIimport

The server name which is hosting the Importing service (the name of
the current server where the service is installed)

InnovationFolder

The shared folder where the xml files are in.

The folder containing the XML file which is to be imported into to the
system

InnovationProcessedFolder

Contain the successful files after importing

The folder containing the XML files that have been imported
successfully.

InnovationFailedLoadsFolder

Contain the unsuccessful files after importing

The folder containing the XML files that failed during the import
process.

Address

(under.system.serviceModel

<client>
<endpoint addrezs="http://localhost/DataGateway/DataCatewayService.sva"
binding="basicHttpBinding" bindingConfiguration="BasicHttpBinding IDataGatewayService"
contract="DataGatewayService.IDataGatewayService" name="BasicHttpBinding IDataGatewayService" />
</client>

- client node)
Should be
http://<your_server_ip_address>/DataGateway/DataGatewayServic
e.svc
or
(if DataGateway and ImportinnovationService are on the same server)
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http://localhost/DataGateway/DataGatewayService.svc

2.8 Create Share folder and grant the permission

Security and sharing needs to be set up on the folder specified in the InnovationFolder section in 2.7.

Select the folder and configure the following:

-

‘@ 32, File Sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone,

===

Add

Mame

22 Administrators

Permission Level

Chwner

i 42 Everyone

Read/Write -+

2

Read/Write

I'm having trouble sharing

Allow everyone to read/write.

2.9 IIS authentication setting

2.9.1. Data Gateway

Open IIS Manager, click on DataGateway application in the left panel, choose Authentication on the right

panel.
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AppULaLUnN FUUE

oy

4o Sites ASP.NET ‘ i
4 ) Default Web Site =% 4 ¢ i ) iﬂ
- _sgbak é N F g’ L ‘?
.| _UpgradeReport_Files NET NET  .NETEmor  .NET  .NETProfile .METTrust Application Cennection Machine Key
» 7 App.Code Authorizat.. Compilstion  Pages  Globalization Levels Settings Strings
b .71 aspnet_client = g L:j;@
b -] BE —I8-! =|
> Brand 1 Pagesand Session State SMTP E-mail
» 7] Brokedmages 3 Cantrals
b ;CenturmnE\urh s
» 71 CenturionConnect - _ _ . _
» | Change Scripts ?% ’ii‘ 5 o ‘%\ a9 %
b el Comiq.Controller ASP | Authenticati| Authorizat..  CGI  Compression Default  Directory ErrorPages  Failed
» -] CommunisisTemplates on Rules Documnent  Browsing Request Tra..
o[ CrossraillMs . _ N .
> ¥ DataGateway 1= ol E ks L| Hie $E| Fis o=
= = L | Ep 5| =i y o=
-] DatePicker e o = i A &
oE 3 Handler HTTP HTTP TP Address  logging MIME Types  Modules  Output Request
— Directhdail Mappings ~ Redirect  Respon.. and Doma.. Caching Filtering
Set the authentication as below:
q
H=
Group by: Mo Grouping -
=
Mame Status Response Type
{ Anonymous Authentication Enabled

ASP.MET Impersonation Disabled

Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Legin/Redirect
Windows Authentication Disabled HTTP 401 Challenge

2.9.2. CrossraillMS

Open |IIS Manager, click on CrossraillMS application in the left panel, choose Authentication on the right
panel.

AppULaLUnN FUUE

oy

4o Sites ASPNET . ‘ :
a0 Default Web Site =h A2 ¢ rﬂ_ . gﬂ
- _sgbak % N r- é%’ L ‘?
+.[ UpgradeReport_files NET NET NET Errer NET  NETProfile .NETTrust Application Connection Machine Key
Authorizat.. Compilstion  Pages  Globalization Levels Settings Strings
o] App_Cede
(] aspnet_client g szg
p -5 BE H =
» [ Brand 1 Pagesand  Session State SMTP E-mail
» 7] Brokedmages 3 Cantrals
(7] CenturionBlurb I
5[] CenturionConnect _ _ _ =1
= @ =0 1
» .| Change Scripts 9 o 1) c61 ) Py &
» 4| Comig.Contreller . " " y
" ASP Authenticati| Autherizat... CGl  Compression Defeult  Directory  EmorPages  Failed
» -] CommunisisTemplates on Rules Documnent  Browsing Request Tra..
o[ CrossrailMS - _ R .
> [ DataGateway g - L| =T $E| Fois =
= 9 = =} y =
.| DatePicker = 2o r° = i = ;&
= bE A Hendler HTTP HTTP  IPAddress  Logging MIMETypes Modules  Output Request
- Directhial Mappings ~ Redirect  Respon.. and Doma... Caching Filtering
» [ DirectMai

Set the authentication as below:
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Sﬁ Authentication

=l

Group by: Mo Grouping -

2

Mame Status Response Type
i Anonymous Authentication Disabled

ASP.MET Imperscnation Disabled

Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Enabled HTTP 202 Legin/Redirect
Windows Authentication Enabled HTTP 401 Challenge

2.10 Install Email Processor Windows Service

Copy over the Windows Service installation files to a temp folder on'theWeb Server. Run the installer and

follow it through the installation steps.

L

ﬁ CrossraillIM5EmailProcessorinstaller

Select Installation Folder l_‘l

The installer will install Crozsrail IMSE mailProceszor nstaller to the following folder.

Toinztall in this folder, click "Mext”. Taoinstall to a different folder, enter it below or click “Browse"'.

Enlder:

C:\Program Filez\CrozsrailhCrozzral [MSEmailProceszsor  nstallert, [ Browse. ..

| Disk Cost..

Install Crossrail IMSEmailProcessor. Installer for yourself, or for anyone who uses this computer:

1 Just me

When prompted for the service user login, enter the details for CRLAD\SA_AppsAgent
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Set Service Login

. e

Username: CRLADNSA_AppsAgent

Passwaord: —

Confirm password:; | ==

| ok || Cancel

Create a folder named Templmport under the InnovationsSubmissions folder.
Run the CreateScript.sql located in the installation files on the IMS database.

Start the Crossrail.IMS.EmailProcessor windows service.

3 GETING STARTED

Start the Crossrail.IMS.Importinnovation service created in step 2.7.

Open a browser and type http://stg-innovationmanagement.crossrail.co.uk (This URL will depend on the
target environment for the install. Refer to section 2.6 andwuse the same host header)

Please make sure that your account has already been-addedin the application Database (refer to section
2.2).

2 ListInnovation

Innovation Management System

plaja]olllile)

«List Innovation

m

List Innovation

Create Innovation

Reference (Innovation Title Proposing Site/Project/Directorate  (Theme SubTheme [Current IRL Current(Submitted  Edit
Number Stage |For
Competition
Date
INV00051 | aaaa 111 Data Value 2 111753 Edit
Hien Test Innovation Sub
INV00069 | 12551155Hien Test Hientest3/3 Hientestsmoke Theme www.google.com 3/4/2013 Edit
Innovation 1 12
INV00087 | trerte 11/1753 Edit
INV00088 | Tritest 11 11/1753 Edit
INV00092 | Tritest 222 11/1753 Edit
hung
INV00106 | Dummy B05-UserManagement Data Value 2 test bug cce 5/4/2013 Edit
28608
INV00109 | HienTestinnovation 11/1753 Edit
I INNA AN [ TP T | Ai414TCD . 2
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4 SYSTEM FUNCTIONAL DESCRIPTION
N/A

5 APPENDIX

N/A
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